PRIVACY POLICY
Your personal privacy and the privacy of your data is paramount to us
at ChatPal. We have prepared this Privacy Policy to clearly explain how we
protect you and your data at ChatPal.
Content:
All your content belongs to you. We don’t share your content and we don’t spy on you or your content. Illegal activity is not
permitted. If we are made aware of illegal activity, we will take appropriate action. We ask that you not post any unlawful,
harmful, obscene, or pornographic content. Please see our Terms of Service for the list of activities that are not permitted at
ChatPal.

Tracking:
We track your GPS coordinates and location, motion, and Bluetooth relative coordinates to enable features that allow you
to communicate with hyper-local users around you. We never sell your personal
data. We may track how users use our app/Services in general so that we can make it better. We are monitoring traffic,
usage activity, app/Services performance, and we use general analytic tools so that we can improve your experience. We
do not associate any of this data with you personally. We never sell or share your personally identifiable information unless
required to do so by law.

Disappearing Messages:
You have the ability to send certain types of messages through our services that automatically disappear. If you send such
disappearing messages through our service, they will be automatically deleted as applicable. However, users who see
your messages can always save them, either by taking a screenshot or by using some other image-capture technology
(whether that be software or even something as old-fashioned as a camera to take a photo of your device’s screen). Don’t
send messages that you wouldn’t want someone to save or share. While we will do our best to have the messages deleted
per the app feature, we can’t guarantee that messages will be deleted within a specific timeframe. We may receive
requests from law enforcement requiring us by law to suspend our ordinary server-deletion practices for specific
information. As with any digital information, there may be ways to access messages while still in temporary storage on
recipients’ devices or, forensically, even after they are deleted.

California Disclosures:
We do not allow tracking cookies and we do not allow third parties to collect any personal information on our app. We do
not share any personal information about our customers with any third parties unless required to do so by law. If our
practices change, we will address the issue in accordance with California Civil Code Section 1798.83.

Third Party Sites:
ChatPal is not liable for wrongful use, loss, or disclosure of your personal data/ information related to your use of any thirdparty sites via ChatPal. The Privacy Policy of these third-party sites becomes applicable as soon as you access these sites or
apps.

Data Security:
We maintain physical, electronic, and procedural safeguards to protect the confidentiality and security of your personal
user data and other information transmitted to us. For example, we encrypt your personally identifiable information, and
most, if not all requests from you to the server are created over a secure connection (HTTPS). However, no data
transmission over the Internet or other network can be guaranteed to be 100% secure.
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Safety and Security:
We verify accounts and activity and promote safety and security on and off our Services, such as by investigating
suspicious activity or violations of our Terms, and to ensure our services are being used legally.

Services Settings:
You can change your Services settings to manage certain information available to other users. You can manage your
contacts, groups, and broadcast lists, or use our block feature to manage the users with whom you communicate.

Changing Your Personal Information:
Profile Name and Picture, and Status Message. You can also change your profile name, profile picture, and status
message at any time

Notifications:
As a registered user of ChatPal you may receive notifications and updates while using our service.

Privacy Policy Changes:
If ChatPal changes any aspect of its Privacy Policy, we will notify you with a link to the changes so you can review and
understand them, and provide you with an easy way to opt out of our service and delete your account if you wish.
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